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BSc. Computer Information System - KKU
Red Hat Security bootcamp - SDA

Red Hat Certified
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Red Hat (s dodis

Red Hat Enterprise Linux (RHEL) is an enterprise Linux
operating system (OS) developed by Red Hat for the

business market. RHEL Red Hat
Enterprise
Linux

8
.


https://www.techtarget.com/searchdatacenter/definition/Linux-operating-system
https://www.techtarget.com/searchdatacenter/definition/Linux-operating-system
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:, CentOS Stream relationship to RHEL and Fedora
T s,
Contributions flow among all elements of the ecosystem; %lx

however, there is a stronger connection between CentOS

Stream and Red Hat Enterprise Linux. They each contribute f d

to the other while also ensuring that new code is submitted e o ro centos Red Hat
as far upstream as possible; and, ideally, directly into the Stream

relevant open source community projects.

Open source Fedora Linux CentOS Stream Red Hat Enterprise Linux
community projects Brings together the best Provides a streamlined A production-grade operating

A collection of projects, ideas from the huge contribution path to the system that provides a more secure,
each working toward number of available open next minor release of supported, and flexible foundation
their own goals source community projects Red Hat Enterprise Linux for critical workloads and applications

fedoraproject centos



https://fedoraproject.org/
https://www.centos.org/
https://www.centos.org/
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Red Hat Certified System
Administrator

Introduction to bash script

Cron job

Manage Storage Stack

Manage Networking

& RedHat & RedHat

Red Hat Training Red Hat Training

Course Attendance Course Attendance
Red Hat System

Red Hat System i 5

Red Hat EE'

Red Hat Certified
System Administrator




10t
wodllelhall $11i010
Digital Attaa  :5:3-

Ul n iyl djljg
dl_pg lopll d—ldig
;- MINISTRY OF COMMUNICATIONS
AND INFORMATION TECHNOLOGY

Introduction to Bash Shell

| student@servera ~ 1% | root@servera ~ |#

user host tiled user host

@ normal user root user
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Linux File Hierarchy Structure
/

b|n boot dev etc home root run sbln tmp u var

alice bob bin local sbin
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Configure network interfaces

NetworkManager TUI

Please select an option

Edit a connection

Activate a connection
Set system hostname

Quit
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User & group

useradd [options]| username

tail -1 /etc/passwd

output

kedar:x:1001:1601:John Doe:/home/john:/bin/bash

kedar : x : 1001 : 1611 : JohnDoe : /homefjohn : [bin/bash

User Masked  Userld Primary User Home Login Shell
Name  Password Groupld Information Directory
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Linux File Permissions
~—~ - Read
- TWXITWXIWX MW X ' - - X |—Write
i i 1 : ‘ IiExecute
I [ 1 |
i i ; | 4+2+1‘ 4+2+0 0+2+1 rwx
: ' Others E
I
‘ Group
User
v
File Type Bit Purpose Octal Value
d = Directory ] Read 4
w Write 2
- = Regular File e Fotith 1
1 = Symbolic link - No permission 0
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Red Hat Certified Engineer @ RedHat
RED HAT"
* IntrOdUCing Ansible Red Hat Training ﬁj!}]msat!ELE

Course Attendance
* Implementing an Ansible Red Hat Enterprise Linux
Automation with Ansible
Playbook

 Variables and Facts
Red Hat Eé

* Roles and Ansible
Collections

_ Red Hat Certified
 Troubleshooting Engineer
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1. Modules
2. Plugins

1. ANSIBLZ_CONFIG [an anvitonment
variable 2ointing to afile)

~N=s 2. ansiblz.c?g (in the current
directory)
< @) 3. _ansible.cfg (inthe use’s home
M directory)

4. /etc/ansible/ansible.cfg
|

ansi(le,cfg Playbook.yml
N
= 1. /etc/ansible/hosts (defauli)
| 2. spedfy a custom file wth -i flag in the
command

inventory
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Ansible.cfg

student@workstation:~/project — vim ansible.cfg

0|
student@workstation:~/project student@workstation:~/project — vi... student@workstation:

[defaults]

inventory=

remote user=

roles path=

collections path=
valut_password filJ=

[privilege escalation]
become= true



St il djl ’iE“i"
QUL ol d)ljg 5 Yelo t
Gl_og lagll 4 ldig uodyl clholl IE{i;I;‘
L& MINISTRY OF COMMUNICATIONS = $3::010s.
AND INFORMATION TECHNOLOGY Digital Attaa i133.5

student@workstation:~ — vim inventory

student@workstation:~ — vim inventory student@workstation:~

[groupl]
servera

[group2]
serverb

[gruop3]
serverc
serverd®



uodigll clhell 2 - name: Update web servers
|5igita|l-\ttaa tie0g! hosts: webservers

remote_user: root

tasks:
- name: Ensure apache is at the latest wversion
ansible.builtin.yum:

ame: httpd

tate: latest

- Ingme: Write the apache config file

argument level
dest: /etc/httpd.conf

Task level

- name: Update db servers
hosts: databases

remote_user: root

tasks:
- name: Ensure postgresql is at the latest wversion
ansible.builtin.yum:
name: postgresql
state: latest

- name: Ensure that postgresql is started
ansible.builtin.service:
name: postgresql
state: started




uodigll clhell 2 - name: Update web servers
|5igita|l-\ttaa tie0g! hosts: webservers

remote_user: root

tasks:
- name: Ensure apache is at the latest version
ansible.builtin.yum:
name: httpd
state: latest

- name: Write the apache config file
ansible.builtin.template:
src: /srv/httpd.j2
dest: /etc/httpd.conf

- name: Update db servers
hosts: databases

remote_user: root

tasks:
- name: Ensure postgresql is at the latest wversion
ansible.builtin.yum:
name: postgresql
state: latest

- name: Ensure that postgresql is started
ansible.builtin.service:
name: postgresql
state: started
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Alal Mahmoud
YouTube
https://youtu.be/UFJL5UX0z6Q?si
=zpOGARoYmMOGtsM z

udemy


https://rol.redhat.com/
https://youtu.be/UFJL5UX0z6Q?si=zp0GARoYm0GtsM_z
https://youtu.be/UFJL5UX0z6Q?si=zp0GARoYm0GtsM_z
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Learn Ansible Quickly

linux-commands

Ansible Full Course

@ Kodekloud website

[KodeKloud



Learn Ansible Quickly .pdf
Ansible Full Course.pdf
linux-commands.pdf
https://kodekloud.com/




	Slide 1: الطريق الى عالم البنية التحتية والأتمتة Red Hat
	Slide 2
	Slide 3
	Slide 4: مقدمة عن Red Hat
	Slide 5: عنوان فرعي
	Slide 6: عنوان فرعي
	Slide 7
	Slide 8: نظرة عامة على شهادة RHCSA
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14: نظرة عامة على شهادة RHCE
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20: 1
	Slide 21: 1
	Slide 22: شكراً لكم

